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Mark R. Doyle Talks - - -

What a Way to Start the Year!

Nothing like starting out 2020 with some unwanted PTO. | had
completely unexpectedtripleheart bypasssurgery onJan 15th. Felt
chest pain, went to emergency room, next morning had bypass
surgery. Heartisingreat shape, | eat right, | exercise, | stay fit, but
_ heredity/geneticscanbeabitch! Dr. said | wasatickingtimebomb
walti ngtodrop any day. | amnow feelinggreat andprioritizingsomethingsinmy
life. Thanksfor al thethoughts/prayers!

Then, theCoronavirushits—realy?l hopeyouareall safe, hedthy andtakingthe
precautions recommended by the experts. Your life is too precious to take
chances, believemel know! Wewill getthroughthis. stay strong, stay vigilant; stay
smart! Onthebusinessside, | hopeyour 2019 shrink resultsmet or surpassedyour

goals. If not, let’ sall makeit happenin2020! $

How Aware are You? - - -

Theft by Impersonators

By MarkR.Doyle

It seemslikeover thepast year or two
weare hearing of morethefts, and/or
attempted thefts, by people
impersonating someone else (Cor-
porate help desk, Home Office IT
Dept, anassociate, armored car driver/
pickupperson, firefighter, policeofficer,
security guard, mystery shopper, tc.).
We are also noticing more retailers
having daily, weekly or monthly
passwords, passphrases, etc. for service
vendors arriving at store level, or
incoming phone calls to a store or
warehouse/DC. Even with these
passwords/passphrases, thieves
continuetoimpersonateothersinorder
tocommittheirthefts. A fewexamples:

NJ: The owner of aconveniencestore
told police a woman dressed in
firefighting gear, including full PPE
(personal protectiveequipment) arrived
and toldeveryonetoleavethebuilding
asshewasinvestigatingagasleak. She
stole several items, including lottery
tickets, duringtheincident. Uponbeing
apprehended by thepolice, they learned
thewoman had stolen thefirefighting
gear (jacket, boots, pants, helmet,
flashlight, etc.) fromafiretruck parked
outsideanearby firestation. Thewoman
waschargedwithburglary, robbery, theft,
weaponschargesandimpersonatinga
publicservant.

Continued on Page 3
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Did You Know

8 The amount of stolen credit card
numbersonthedark webtripledfor
thelast 6monthsof 2019, vsthefirst
6 months of 2019! There were
76,230,127 compromised cards
offeredinthelast 6 monthsof 2019,
upover 200% fromthe23million
offered in the first 6 months of
2019.

Sixgill

8 Themgority of smal bus nessesfall
withinthefirst S5years, andastudy
found 82% of the time, poor or
negative cashflow contributed to
thefallure. Sobefore® sdl, sdll, sdl”,
watch your cash flow by 1)
Categorizing your spending, 2)
Benchmark spending when
possible, and 3) Micromanageyour
spending.

US Bank

s Many businessessuchasfood and
drugstores, aswell asconvenience
storestypically operateonal.5%
to3%profitmargin. Ata3%profit
margin, for aretailer to recover a
$100 profit lossdueto theft, they
mustsall $3,333! Thisiswhy shrink
control issoimportant!

& What yourinformationsellsforon
thedark web may surpriseyou.
* Log-InCredentids. Afewdollars
* Credit Card Info: up to $200
* ‘Fullz Data: upto $300
(Complete digital profile of
SOMeone)
Thisstolendataisoftensoldthrough
onlineforumsonthedark web.
Terbium Labs

A Primary Concern - - -

Workplace Violence

By Jack L. Hayes

Coworker misbehavior in the
workplacehasawaysheenespecidly
challenging for the victimized
employee(s) and management. This
articleis about workplace violence
and other forms of unwanted
behaviors, including assault or
attempted assault, or verbal and sex-
ua harassment. For discussion, | prefer
to placetheseactsinto two separate
caegories.

Emotional Abuse: When acts of
emotiond abuse, bullying, humiliation,
etc. take place, such incidents are
oftennot reported by thevictimout of
fear of backlashor reprisal.
However, don't think for a single
moment that such inactions by the
victim who did not report an act of
sexual harassment, etc. at work, due
toher/hisfear of retaliation, will free
the employer of their legal
responsibilities. Courts have ruled
otherwise. Theemployeemay till sue
theiremployer. Thiswastheruling of
aUnited Statesfederal appeal scourt.
(U.S Court of Appeals for the
Third Circuit, No. 17-2646, 2018)
Furthermore, it appears that a
Cdiforniabill (A.B.3080) prevents
alowingbusinessesfromforcingtheir
employees to sign arbitration
agreements, a practice many
employersusedtoprevent harassment
anddiscriminationlawsuits.

Violent Acts by Coworker: These
actsof violenceamost always start
small andthenesca atefor avariety of
reasons. Here is one very recent
example

o February 2020: A firedempl oyeeat
apopular Floridamall storeshotand

killedthestore smanager. According
to witnesses, the shooter calmly
returnedtothestoreand movedtothe
areawherethemanager wasstanding
andfiredabulletintoher. Onesource
reported that the suspect “was not
well-likedatthestoreandthat multiple
employees [including the deceased
manager] hadfiledcomplaintsagainst
him.” Also, a police spokesperson
indicatedthat thesuspect had alist of
other co-workers. The shooter was
later found dead from an apparent
suicide.

Usually, therearewarning signsfor
workplaceviolence(and oftenmany
of them) beforeanindividual commits
theact. | suggest youkeepthebel ow
warning signs in mind if you are
concerned about any coworker’s
behavior. Remember theseareonly
possiblewarning signsand Do Not
necessarily indicate the individual
may become violent.

Warning Signs of Potential
Coworker Violence:

- Disrespect for authority;
Unreasonabledemands.

- A negativechangeinbehavior.

- Unsatisfactory work quality.

- Heightenlevel of passive-
aggressiveactions.

- Senseof hopel essness.

- Argumentative

- Verbal threats.

If you haveconcerns... takeaction!
Report your concerns to your
supervisor or Human Resources
Department. Remember, employers
have a legal obligation to provide
employeeswithasafeworkplace. $
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Continued from Page 1

Theft by Impersonators

GA: A man impersonating a store
associatestoleonat | east two separate
occasionsatotal of nearly $50,000in
cellphones. Theimpersonator walked
intothestorespretendingtobeastore
associatein order to gain accessto an
inventory locker which was full of
cellphones. On one occasion a man
dressed asastoreassociate, approached
thecustomer servicedesk and askedfor
the key to the cellphone locker. He
stated he was a new associate and
needed an escort to the locker's
location. After being |eft alone at the
locker, theman placed approximately
$18,000worthof cellphonesinaduffle
bag and returned the key to the
customer servicedesk beforeheexited
the store. On a second occasion, the
man/impersonator usedthesametactics
at another store, and walked off with
about $30,000 worth of cellphones.
Policebelievetheimpersonator wasa
former associate having the correct
clothingandknowingsometheof store
Mmanagers names.

MI: A manimpersonatingal ottery agent
entered multipledrugstoresandwalked
off with over a thousand dollarsin
scratch-off  lottery tickets. Upon
enteringthestores, theman convinced
employeeshewasalottery agent and
was there to service the lottery
maching(s). Thegigwasuncoveredwhen
areadl lottery agent visited one of the
storesand noticed someanomaliesat
thelocation. Videosfromseveral stores
showed the same suspect vehicleand
the same man wearing a jacket with
distinctiveemblems. Whenthepolice
arrested the man, they found “ unique
clothing” at his home which also
appeared in the store surveillance

videos. Theimpersonator wascharged
with one count of first-degree retail
fraud, afive-yearfelony.

NM: A man impersonating a store
associate, enteredthestoredressed as
an employee. After entering an
employee-only area, hegrabbedasix-
wheel ed cart and proceededtoloadthe
cart withtelevisions. Then hewalked
out thefrontdoor without payingforthe
televisons.

NY: A man wearing an FBI jacket
enteredajewe ry storeand presenteda
goldbadgeashewasimpersonatingan
FBI agent. Heinquiredwiththejeweler
about purchasing aloose diamond.
Uponagreement for adiamond, hetold
the jeweler he would get a cashiers
check andreturnthenextday, whichhe
didstill inhisFBI jacket. Thecashiers
check he used to purchase the loose
diamond, turned out to be a forgery
thereby allowing him to steal the
diamond. The policewere contacted,
andthemanwas arrestedand charged
with grand larceny, criminal
impersonation, and possession of a
forgedinstrument.

NY': A thief impersonatingaDelivery
worker terrorizes and duct tapes a
family beforerobbing them of tensof
thousands of dollars in cash and
jewdry.Videofootageshowsamanin
auniform and cap approaching the
houseandknockingonthedoor while
holding a decoy package/box. A
coupleminutes| ater someonedlowsthe
maningdewhileanother maninuniform
runsupintothehouse. Policereportthis

Continued on Page 5

Testing
For Succ

Hayes International’s 31
Annual Retail Theft Survey reported
theaveragedishonest employeecase
value in 2018 was $1,361.37, an
amazing 30.1% increase from the
previousyear. Takeour short quizto
see if your current employee theft
prevention program is effective in
reducing/controlling internal theft
losses.

1. Controlling employee theft starts
at the point-of-hire - do not hire a
‘bad-apple’ ! Doyou haveathorough
pre-employment screening process
in place to help ensure only honest/
quality associates are being hired?

Yes No
2.Doyouuseaconfidential reporting
line and reward program so
associates can easily report their
internal theft/fraud suspicions?

Yes No
3. Are adequate back door, trash
removal, employee package check
and POS controls in place and
aways being adhered to?

Yes No
4. Are critical POS transactions
(refunds, post voids, priceoverrides,
discounts, etc.) always approved by
Management at time of occurrence
while the customer is still present?

Yes No
5. Are unannounced store audits
completed on a consistent basis to
ensure compliance to company
policies/procedures? Yes No

Hopefully you were able to answer
“YES” to all five questions above.
If not, take corrective actions now
to reduce your vulnerability to
employee theft. $

SPRING 2020
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Believe It or Not

How Stupid Can You Be?

Southern CA: Multiplepolicecars
were parked in front of the store
duringthelocal policedepartment’ s
annual “Shop with a Cop” event.
During the event, a store loss
preventionofficer receivedacall that
awoman had stole a jacket. After
receivingadescriptionandviewing
CCTV footage, thepolicefoundthe
womansdittinginsideavehiclein the
parking with thestolen$70 jacketin
theback seat. Thewomanwascharged
withtheft, afirst-degreemisdemeanor,
anddrivingunder suspension.

Pennsylvania: Duringthepolice-
sponsored” ShopwithaCop” event,
awoman was apprehended with a
cart full of unpaid merchandiseand
chargedwithretail theft. Thewoman
stated she was stealing the items
because her mother wassick.

Only In Florida!

- A university professor whowrote
a book on money laundering was
chargedwithmoney laundering.
- A woman was charged with
embezzling $60,000 from her
employer while on probation for
embezzling from her previous
employer.
- A manon probation for burglary
violated hisprobation by burglarizing
theprobationoffice.
- Amanwhohad spent $8millionto
buy his own private island was
chargedwithscammingaloca retailer
out of $300.
- Policereportedthey arrested five
guysfor fistfightinginaFive Guys
restaurant.

31% Annual Retail Theft Survey - - -

Shrink Stats & Trends

By Mark R.Doyle

Aswearedtartingtogather statistics
for our 32" Annual Retail Theft
Survey, | thought | wouldsharewith
yousomeadditiona shrink andtheft
stats from our 31% Annua Retail
Theft Survey.

Shrink Trend 2018:

» 55.0% (11of 20retailers) had
anincreaseincompany shrink.

» 35.0% (07 of 20retailers) had
adecreaseincompany shrink.

» 10.0% (02 of 20retailers) had
nochangeincompany shrink.

Average Case Value 2018:

» All Retail thefts: $408.77,up
17.03%from2017.

» Shoplifting: $301.97up
11.76%from2017.

» DishonestEmployees.
$1,361.37 up 30.06% from
2017.

ShopliftingApprehensions

2018:

» 40.0% (08 of 20retailers) had
anincreaseinapprehensions.

» 50.0% (100f 20retailers) had
adecreaseinapprehensions.

» 10.0% (02 of 20retailers) had
no changein SL appre-
hensons.

ShopliftingApprehension

Recovery Dollars 2018:

» 50.0% (100f 20retailers) had
anincreaseinrecovery dollars.

» 40.0% (08 of 20retailers) had
adecreaseinrecovery dollars.

» 10.0% (02 of 20retailers) had
nochangeinrecovery dollars.

0

§\‘
/47/455

Dishonest Employee

Apprehensions2018:

» 35.0% (07 of 20retailers) had an
increaseinapprehensions.

» 60.0% (12 of 20retailers) hada
decreaseinapprehensions.

» 05.0% (01 of 20retailers) hadno
changeinDE apprehensions.

» Oneout of every 40.0employees
wasapprehendedfor theft from
theiremployerin2018. (Basedon
over 1.1millionemployees.)

Dishonest Employee

Apprehension Recovery Dollars

2018:

» 60.0% (12 of 20retailers) had an
increaseinrecovery dollars.

» 35.0% (07 of 20retailers) hada
decreaseinrecovery dollars.

» 05.0% (01 of 20retailers) hadno
changeinrecovery dollars.

Unaccounted-for Theft L osses:

For every $1recovered by our survey
participants, $12.79 waslost to retail
theft. Therefore, only 7.8% of total
retail theftlosesresultedinarecovery.

(Note: Satistics for our 31% Annual
Retail Theft Survey can be found on
our website at:
http://hayesinternationa .com/news/
annua-retail-theft-survey/

Thereisa soadownloadableand
printable PDF versionof thesurvey
whichcontainssomethoughtsbehind
thenumbers.) $
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Continued from Page 3

Theft by Impersonators

was not thefirst robbery inthearea
withthesameM O (ModusOperandi)
of impersonatingadelivery man.

Scotland: A conmanimpersonatinga
Poppyscotlandcollector stoleacharity
collection box from aconvenience
store. The impersonator told store
employeeshewastheretogather the
collection box and in turn gavethe
employeesanempty collectionbox
to replace it. Two days later an
official Poppyscotland collector
arrivedto pick-upthecollectionbox
whichwasusedto support members
of theArmed Forces. Theowner of
thestoretol dtheofficial collector that
someone had already collected the
charity box and obviously they had
beenscammed.

FL : A manimpersonatinganarmored
car worker walked into a store
wearing a bulletproof vest and
carryingablack dufflebag, bothwith
thecompany’ slogoaffixed. Heasked
to pick-up the store’ sdeposit from
thepreviousday. Thestoremanager
denied the man access to the back
roomnoting hisbadgewasthewrong
color, his hat was missing the
company shield, and their deposit
waspickedupearlierintheday. The
man left empty handed without
incident.

CA: Just after opening, the store
received a telephone call from an
individud identifyingthemselvesasa
member of thecompany’ sIT Dept.
The person stated they needed the
store’ s assistanceinverifyingsome
overnight updatesto the Gift Card

processing at thePOS. They hadthe
gorereadthemsomegiftcardnumbers
and processthemthrutheregisterto
validate the so called “over night
updates’. Only laterwasitdetermined
that thepersonclaimingtobefromthe
I T Deptwasanimpersonator andthe
storehad been scammed.

Most of the above examples were
from on-siteimpersonators, but we
are seeing just as many if not more
telephone impersonators trying to
commit fraud. A coupleof themain
areas these fraudsters are trying to
circumventaregiftcardsandtechnica
support, especially dealingwiththe
POS system. Calls are received by
the stores from someone
impersonating a Corporate/Home
Office employee from avariety of
departments (IT, Store Ops,
Procurement, Customer Service,
Inventory Control, POSHelp Desk,
Sales Audit, etc.) trying to get the
storeassociateto”test” thegiftcard
system, credit card approval system,
or selectissueswiththestore' sSPOS
System.

All on-siteand phonecall inquiries
should be challenged by Store
Management to ensure they are
legitimate. * Whenindoubt, check it
out’ beforeproceeding. Retail stores
needtohavedaily, weekly or monthly
passwordsor passphrasesinorder to
combat thosewhotry toimpersonate
othersfor fraudulent reasons. The
stores/locationsshoulda sobetested
on these passwords or passphrases
toensuretheir ongoingcompliance. $

ADVISORY BOARD

Jack L. Haes
Internationally recognized expert on
Asset Protection who has consulted for
some of the finest retail companies
world-wide over his 50 years in the
industry. Producer of several award
winning LP training programs and
author of the book “Business Fraud:
From Trust to Betrayal”.

David J. Cherrington

Professor of Organizational L eadership
and Strategy at BYU; certified SPHR,
and recognized authority on employee
dishonesty and white collar crime.

Mark R. Doyle

President/Owner of Jack L. Hayes
International. For over 30 years has
consulted with some of the finest
companiesintheworldassistingthemin
the design and implementation of
programstocontrol inventory shrinkage
and loss.

The Hayes Report is published
quarterly by Jack L. Hayeslnternational,
Inc., 27520 Water Ash Drive-Suite 100,
Wesley Chapel, FL 33544. Telephone
(813) 991-5628

Copyright 2020. All rights reserved,
includingtheright toreproduceinwhole
or in part. Publications intent is to
providegeneral informationwithregard
to subject matter. Accuracy is not
guaranteed, and no further
representation is made.

Design and layout by Cathy A. Doyle.

Subscriptions: Free of charge.
Simply visit our website at:
www.hayesinternational .comand click-
on the green box (Click For Free
Newsl etter Subscription) at the bottom
of the Home Page.
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The Bulletin Board

Jack L. Hayes International is
recognized as the foremost loss
prevention/inventory shrinkage

control consultingfirmintheworld. What doesTheWord‘FEAR’

They offer avariety of related o
services and products utilized by Mean ToYou~

hundreds of the finest retail,
manufacturing and industrial _
organizationsthroughout theworl d. The word “Fear” has two meanings:

Consulting Services& Products: ;
+ Shrink Control Analysesand Forget Everythl ng AndRun

Assessments

+/ DC/Warehouse L P/Security or
Reviews

+ Custom Designed and Imple- Face Everything And Rise
mented LP & Safety Programs
and Audits

+ 39 Party Store & DC/Ware-
house L Pand Safety Audits.

+/ LPOrganizational Review

+/ Outsourced LP Services

+/ TheHayesReport” onLoss
Prevention Newd etter (Quarterly)

+/ Annual Retail Theft Survey

The choice is yours!
(Source: Zig Ziglar)

Shareyour favorite‘ BulletinBoard’ items. Submissionsfor

“TheBulletinBoard” should be addressedto:

- . . TheHayesReport

o acdiona informationon ek -, 27520 Water Ash Drive- Stite 100
ayesInternationd’ slosspreventio Wesley Chapdl, FL 33544

shrinkagecontrol andsafety services, . _ _ _ _ —
ncludi ; ledto: operations@hayesinternationd.
including consultingand outsourced oremailedto: operations@hayesinterngtional.com

LPServices, visit our website at:
http://www.hayesi nternational.com

You can e-mail Mark R. Doyle at:
mrd@hayesinternational .com

Or visit us on Social Media He Had To Be Walking Funny
E http://www.facebook.com/
Jackl Hayes| nternational Ittook amanin Southern Californiatwotripsintothesupermarket tosteal 30
Ehttpi//WWW-l inkedin.com/ bagsof frozenshrimp. Oneachtriptheman conceal ed about 15 bagsof frozen
company/2591 308 Ari=tyah shrimpdown hispantsbeforeexitingthestorewithout payingfor theitems. Per
"~ T hitps://twitter.com/ thepolice, theapproximate retail valueof thestolen shrimpwas$500.

| #/JacklL Hayeslnter
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